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1. DEVELOPMENT KIT INTRODUCTION

This document is applicable to High Flying’s loT equipment. The specific supported
models are as follows. This document introduces HF5111B. Other products are used in

the same way.
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2. HARDWARE REQUIREMENTS

] HF5111B 1 Pcs
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4. HTTP TEST

4.1. Device Connection

Connect PC and HF5111B to router LAN.
Sending data in HTTP format to HTTP server (Set product socket to HTTP by IOTService

software or webpage). When device socket works in HTTP mode. All received UART data
will automaticly transform to HTTP format (add HTTP header) and send to HTTP server.
For the received HTTP data from HTTP server, it will automatically remove HTTP header
and only output the data packet to UART.

Send to Server

GET /devices?AAA HTTP/1.1

UART Send . api-key: A4dhQOnojCHfEP ,
AAA Host:api.heclouds.com
DUr»f-'r . UART Receive__| pTU HTTP
evice EBE Server

Server Response
HTTP/1.1 200 OK
Content-Length: 3
Connection: close

BEBE

Send to Server

POST /devices HTTP/1.1
api-key: A4hCnojCHTEP
Host:api.heclouds.com

UART Send

AAL ———Content-Length:3 -

AAA
User . UART Receive HTTP
Device BBB - DTu e

Server Response
HTTF/1.1 200 OK
Content-Length: 3
Connection: close

BEB

Figure 1. HTTP Request
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4} Device Setting X
System SOCKET
Jser: | admir SOCKET Name: netp |~
Password: ! admi”! Protocol: [HTTP v
£* Hitp Setup x| 192.168.83.107|
| —
Path:  |/1111 | | >
| 60)
Host:192.168.83.107 | B
uart Rd
| 512|
|| [ socketpel |
| || Cancel |
Stop B Y [ Comfrm | | Conce |
pariy: NonE v |  Expot | | wvirPath |
Flow Control i Dupie] <] | | L tmeert | [ Dewi |
Buffor S | 517 | FSetUpdate | | F-SetClear |

Figure 2.  10TService Configure

Protocol Settings

Protocol Http N
Local Port 0
Server 192.168.83.107
Server Port 8899
Connect Mode Always M
Method GET M
Version HTTR/1.1 M
Path /1111
Headers °
Host [ 192.168.83.107 @

Figure 3. Webpage Configure

For GET request, the received UART packet AAA will put after the HTTP path (auto add
“?” between path and parameters), for POST request, packet is put in the content (auto
add Content-Length header information).

Product will send the below data to HTTP Server when UART receive “pppp” data for GET
request.

GET /1111?pppp HTTP/1.1

Host: 192.168.83.107
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Product will output “DDDDD” when get response from the HTTP server.
HTTP/1.1 200 OK

Server: nginx

DDDDD
3 TCPaUDPIRRTE - [192 — m]
Operate(0) View() Windows(W) Help(H) Language >
| CreateConnn QCreateSewer 5 2o - S | %2 DisconnAll %Deletel:unn % @ g =
Properties ® x| 3 192.168.83.100:3816 4>
- Client Mode —
@ Server Mode 12;2 e Send | [ AtwoSend Eve [100 ns
=3 Local(192.168.83.107):3899 - [ Send Hex [~ Send File[” Send =
P 192.168.83.100:3816 DestPort: [F6LE —_— G Serial-COM4 - SecureCRT
¥ Survar ngin ZPHD REE SEV
5899
III0D SRR &
Tope Jrce | | Serial-comM4
r DDDDDI
Eve |0 s

=

Eve [42672544  ms

Rec StopShow | Clear | s

Count

sed [ [~ Save(In Time) M
GET /1111pppp HITEAL. 1
Recr | Most: 192.168.83.107
Clear
W+ W a @STA @Ww
Send Speed(B/S): 0 Receive Speed(B/S): 0 o=

Figure 4. HTTP GET Request Example

Product will send the below data to HTTP Server when UART receive “pppp” data for
POST request.

POST /1111 HTTP/1.1

Host: 192.168.83.107

Content-Length:4

pPpp
Product will output “DDDD” when get response from the HTTP server.

HTTP/1.1 200 OK
Content-Length: 4

Connection: close

DDDD
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92.1 — O 3
Operate(Q) View(V) Windows(W) Help(H) Language
:__'| CreateConnn @CrealeSen’er i ® = x EDisconnAll %De\ele&:mn % (@] % B
Praperties 2 x % 192.168.83.100:2381 48

----- B Client Mode

EE Server Mode DestIP: Send [~ AtuoSend Eve IIUU ms Send | Stop |

|192. 168. 83. 100

58 Local(192.168.83.107):3899 [~ Send Hex [ Send File[ Send Received lear | Dptionl
i > 192.168.83.100:2381 Destpore:  [P361
¥ LocalPort HITE/1. 1 200 OF [@ Serial-COM4 - SecureCRT
Content—Length: 4
I8899 Cormection: close B REE ZFEN HERQ
e [lF o || DVNOD BRIBE
[T AtuoConn | Serial-COM4

Eve |0 = DDDD

¥ AutoSend

Eve |42572E44 ms

Rec StopShowI g
Count -
Send l122— [~ Save(In Time)

[fost /11t moTEAL L |
Reer |87 Host: 192, 168.83. 107

Content—Length:4

Clear |
PPPE

o+ W a WSTA @W. @

Send Speed(B/S): 0 Receive Speed(E‘

Figure 5. HTTP POST Request Example

4.2. HTTP Test

Step 1. Browser open http://115.29.164.59:8432/i0t?msg=123456788, got the
response as following:

% Bug #4404 modbusEEREEE x | f sHFETES X @ 11520.164.50:8432/i0t?msg= X

« (N O ~=-"3115.29.164.59:8432//iot?msg=123456788

3O pri 2} Tte M W EE ¢ SEE @ 2cEFR @ aTwE I AAF

Get: m=g=123456728

Step 2: Input the HTTP parameters as the following steps.
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£} Device Setting
r System r SOCKET
Yser: | test SOCKET Name; ete _|~]
Password: | admin| rotocol: |H'I_I'F‘ |v|
HostName: | Eport-HF51118 erver Addr: | 115.29.164.59|
DHCP: Enabl
= erver Port: | 8-432|
IP Address:
ocal Port: | D|
¥ Hitp Setup i X ﬁ{r|
Type: “ Version: D'
Path: |,.-"i|::|t | |uart |v|
512
Host:115.29.164.53:8432
J | SOCKET Del |
J | Cancel
J | VirPath
Confirm Cancel J | Detail
 ——— —
Buffer Size: | | F-Set Update ‘ | F-Set Clear
— __ L — — T 1

Protocol: HTTP

Server Addr: Server address, IP or domain name.

Server Port: Server port.

Type: HTTP Type, GET or POST.
Version: HTTP Version, 1.1.
Path: HTTP path

HTTP header input: Input HTTP header. Usually is Host information.

Step 3: Reboot and wait for SOCKA connection.

¥ Device Status

*
r System r Network r SOCKET
HostName: Eport-HF51118 SOCKET Name:
DHCP: Enable Protocol: HTTP
IP Address: 192.168.83.103 Status: Connected
Mask: 255.255.255.0 Server IP:
Gate Way: 192.168.83.1 Recv Bytes: 0 Recv Frames: 0
MAC Address: ACCF23202222 Send Bytes: 0 Send Frames: 0
Product ID: aaaa . .
~UART Fail Bytes: 0 Fail Frames: 0
Software Version: 1.347
RTC Time: MNTP Disabled Config: 115200,8,1 NONE
Up Time: 0-Day 0:22:37
Recv Bytes: 0 Recv Frames: 0
Reload
Total Free Memary: 23948 p
Send Bytes: 0 Send Frames: 0 Edit
Max Block Size: 14728
2 Flock size Fail Bytes: 0 Fail Frames: 0 Bestart
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Step 4: UART send data id=1, and got response of the server.

P EsS0iEEei-3.0AD  QQi6972972 - O X

[2019:08:15:09:55: 31 1 [ Ins 2=123456 756
[2019:08:15:09:55:32] [#5lr]Get ms z=1 23456758

I
_
n

oo s | EEEENHE |

[ | RERERE
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5. WIRESHARK PACKAGE CAPTURING SOFTWARE

5.1. Tool Introduction

Wireshark can be used to analyze network packages about sending and receiving
data. Please download and install this software from searching tools.

Step 1:

Open wireshark tool and click interface tab control.
[ Capturing from Realtek PCle GBE Family Contraller: \Device\NPF_{03206AC7-7763-41C0-99F7-ACODADENYODA}

Wire

Ele Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Interfaces... ClrlIi—I
Ctrl+K
Ctrl+E
Ctrl+E

Ctrl+R

a

S e a %ansm

Filter: | ip.addr==192.1 B start

Time & Stop
1211 76.791218 @ Restart
1212 76.797270 -

MNa.

i Capture Filters...

2T L /EEBE QQQBE| W EM

~ | Expression... Clear Apply Save

Destination
192.168.0.113
192.168.0.1132

Protocal Length Info
UDP 228 Sourd
228 sourc

Step 2: Tick related PC network card and click Start button.

| Wireshark: Capture Interfaces — O X
Description IP Packets Packets/s k

O @ Microsoft fe80::958b:106:7bf:6a84 0 0 Details

] @ Microsoft 192.168.10.165 0 0 Details

£ Realtek PCle GBE Family Controller fe80:b873:7689:f33e:5775 35 22 Details
Help Start Stop Options I

Step 3: Send test data by TCP&UDP tool.

3 TCPAWDPHEETE - [183.230.40.33:80]

- a X!
o

E

Operate(0) View(V) Windows(W) Help(H) Language

| CreateCannn QCreateSer\rer 3 B Q= 52 | % DisconnAll %Dele{eConn % @ 3‘_-
Properties 7% 3£ 183.230.40.33:80 | 3£ 192.168.0.101:1061 | b=
B Client Mode ——

- > 183.230.40.33:80

Send [~ AtuoSend Eve |100 ms

|IB:3. 230, 40. 33

DestPort: |30

[T LocalPort

|4um
Type ITCP E I

T AtucConn

Eve [0 s

™ AutoSend

Eve |0 me
Discormect |

EIE Server Mode
E-38 Local(192.168.0.113):80
L P 192.168.0.101:1061

o | |
Clear Dptionl _13

[~ Send Hex [~ Send File[ Send Received

POST /devices/1083662/datapoints HTTF/1.1
api-key: hkqvUPKOUliRHSDgbebZy2adunhi=
Host:api.heclouds.com

Content-Length:55

{"datastreams™{["id""temp", "datapoints"['value"20}]]}

Eec StopShow | Clear | Save | Option| I ShowHex

Count
sed  Fo
Recv I‘106

Clear |

[~ Save(In Time) |

TG L1 UL

TS EIIve
Server: ApacheCovotes1.1
Fragma: no—cache

{"errno”:0, "error”: “suce"JHITE/1, | 200 OK
Date: Fri, 02 Sep 2015 05:35:02 GHT
Content—Type: application/json
Content-Length: 26

Connection: keep—alive

Server: Apache—Covetesl.1

Pragma: no—cache

{"errne”:0, "error”: “succ”} v

Send Speed(B/S): 0

Receive Speed(B/S): 0 |

Step 4:

Input filter option. The following color marked packets are captured by this

tool, which is from device uploading and server reposing.
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Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
B & eea ERXZ2EE Qe TLIBEE QQal @@ Mm%

==183.230.40.33 VIExpressiun‘.. Clear Save

Source Destination Protocol Length

183.230.40. 192.168.0.113

. 980916000 . N . http > 56482 [ACK] Seg=1 Acl [
. 984426000 . HTTP/1.1 200 ok (application/json)

. 860471000 .168. .230. Echo (ping) request
. 914650000 - .40. .168.0. eEcho (ping) reply
. 865150000 .168. .230 echo (ping) request
. 918652000 . 168 Echo (ping) reply

. 604429000

.415183000

178769000
270394000

579 132.237364000

582 132.290350000
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